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Al security is a multidisciplinary research area between
Al and information security, and many kinds of attacks
and their countermeasures have been found until
now. In this talk, we discuss several major attacks and
their countermeasures on Al in the past decades,
including the author's results. Especially, we focus on
backdoor attacks whereby an adversary embeds
vulnerabilities in machine learning models through
mislabeled data and show that this attacks accelerates
other attacks against Al. We also discuss security
applications of Al in recent years, including cyber-
physical systems, and show several applications as the
author's results. Furthermore, we focus on that large
language models (LMMs) have been utilized in various
research fields and then discuss future challenges in
security orchestration for LLMs.
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Yanai got the PhD degree in theoretical
cryptography in '2014. He then joined
Osaka University as an assistant
professor in 2014 and became an
associate professor in 2021. He has also
researched in various topics in
information security and has also
published several top citations papers in
blockchains and Al security. He has also
organized an international workshop for
Al security, SECAI from 2023. From 2024,
he moved to Panasonic Holdings
Corporation as a principal engineer and
has researched in both academic and
industrial topics. In today’s topic, he
present paradigm shifts in
multidisciplinary area between
cybersecurity and Al, including his recent
results.
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